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Medford Water -
Creating a Resilient and Cybersecure SCADA System

AGENDA

* Project apprc

* Project status

» Lessons learned




Utility background
and

ing system condition




SCADA -
Medford Water SCADA Modernization - Medford Water history




® Medford Water current conditions . Medford Water Commission Distribution System Schematic

Reverse Mode - Summer

» 2 sources of supply - Big Butte Springs and
Robert A. Duff Water Treatment Plant

* 40 Remote Stations
* 13 reservoirs
* 13 pump stations
» b5 pressure reducing stations
* 9 master meter sites
» Operations facility

 Business office




SCADA -
Medford Water SCADA Modernization - Medford Water history

DUFF SOURCE BBS SOURCE

MW
INTEGRATED SCADA
VISION

BUSINESS
CENTER




SCADA -
Medford Water SCADA Modernization - Current Condition

Obsolete componen
Little standardization - harder to maints P ’
 Insufficient resiliency oblem

« Communication network too slow to | @
support needs S

* Outdated OT infrastructure approachesis a
serious cyber risk

- Datais not easily accessible by users

* Inadequate facilities to protect major
systems



SCADA Master Plan Update
Steps Taken So Far

BEFORE

BUSINESS
ENTERPRISE
NETWORK

SCADA
NETWORK

BUSINESS
ENTERPRISE
NETWORK

AFTER

Firewall

SCADA
NETWORK




SCADA Master Plan RFP

“The work associated with this project provided Medford Water with a clear roadmap providing direction and
standardization throughout the system to manage the ongoing development of the SCADA network. This plan
includes, but is not limited to:”

Cost Planning




SCADA Master Plan Update

Project Approach




SCADA MASTER PLANNING

Assess E
* Recommended Improy

MEDFORD * Implementation Planning

WATER « Budgetary Estimates
* Phasing/ Cash Flow Planning

SCADA Master Plan




SCADA MASTER PLANNING
SYSTEMS EVALUATED




SCADA MASTER PLANNING
INDUSTRY UPGRADE DRIVERS

Federal Presidential Directive

o DHS, Wateris Critical Infrastructure ~
o National Infrastructure Protection Plan e ——
o Federal Funding - Infrastructure / Jobs Act o = -

Increased Cyber Security & Resiliency
Aging Systems / Obsolete Components
Dedicated Server & Control Rooms National Infrastructure Protection Plan
Data Analytics / Digital Transformation Water Sector

Maintenance and Support




SCADA Master Planning

Duff WTP Focus
Distribution Focus

ID STRANDED
 STMENTS

DUFF WTP EXPANSION
65 MGD Design

Implementation

Distribution System

Design

Phased Implementation

NEW SCADA REQUIREMENTS




SCADA Master Planning
Duff WTP Focus

Distribution Focus

DUFF WTP EXPANSION
65 MGD Design

Implementation

2021 2022  [2023 2024  [2025  [2026  [2027  [2028  [2029 |

MIGRATE EXISTING TO NEW
PLATFORMS | |

65MGD - NEW FILTERS
I I I
65MGD - NEW FWPS

NEW SCADA REQUIREMENTS



SCADA MASTER PLANNING APPROACH
N

Implementat
Budgetary Estimates
Phasing / Cash Flow Planning




« PLC-Standardize on AB Logix
 HMI - Rockwell FactoryTalk
 Plant Network
« Single Mode Fiber Ring
 Segregate SCADA
 OT
MEDFORD « Complete Redesign
WATER  (Cybersecure & Resilient
e |Inter-Facility Communication
SCADA Master Plan * Replace Point-to-Point with Mesh
« Backupsvia Fiber/ Cellular / Starli
« Serverand Control Rooms

S
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STRUCTURE

NIST Special Publication 800-82

Revision 2

Guide to Industrial Control
Systems (ICS) Security

supervisory Control and Data Acquisition (SCADA) Systems, Distributed Control Systems (DCS),
and Other Control Svstem Configurations such as Programmable Logic Controllers (FLC)
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« (Cybersecurity

Ty o Segregate Networks / DM/
o Automated Backups for Disaster Recovery
NIST N o Secure Remote Access
o Network Monitoring

Cyber Security

Framework o Dedicated/ Secure Server Rooms

* Resiliency / Redundancy:
o HA Server Hosts / Virtualization
o Ring Networks / Redundant Switche
o Redundant Comms for Remote St

7
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SCADA Master Plan Update
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SCADA Master Planning Early Duff Work is Proof of Concept for Distribution

Distribution System

DUFF WTP EXPANSION

TODAY

Duff WTP Distribution System
o Existing Systems on New Platforms o Pre-Design Activity Nearing
o Ready for Plant Startup Completion
o New Filters Coming Online Summer o Kicking Off Final Designiff June
2024 2024
o New FWPS Coming Online Summer o Construction Start2026

YAVYAS



SCADA Improvements
LESSONS LEARNED

Utility participa

o Significant effort

o Include voice of all stakeholders
Consider cash flow and construction constraints
The whole process takes time

Consider industry trends(lead times, escalation)
Documentation is critical

Work will impact operations - PLAN FOR IT
System will require maintenance and support




SCADA Master Plan Update
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